S piderAM L MNpoBepKa prCKa Mo OTKPbITbIM AaHHbIM

OT4yeT no appecy

HOMEP OTYETA BCB71FE2432E
NMPOBEPEHO 11.11.2026 09:43 UTC
AJPEC 0xF35F8853522ac21e6134c7691CC5f3C9ab6b6b62
CETb Ethereum
YPOBEHb PUCKA BAJN

KPUTUYHLIN 100/ 100

LLkana: 0-19 Hu3kun, 20-49 cpegHuin, 50-79 Bbicokmnin, 80-100 KpUTUYHLIA. UTorosbin 6ann — Hanbonbwnin n3
NCTOYHNKOB HUXKeE.

Kowenéek

MEPBAA TPAH3AKUNA 04.11.2022

BO3PACT AOPECA ar.

MEPBOE NOMOJIHEHUE 04.11.2022: 0.087 ETH - ncrouyHuk: mukcep (Tornado.Cash:

0.1 ETH (OFAC sanctions, Tornado Cash))
0x12d66f87a04a9e220743712ce6d9bb1b5616b8fc

Y10 npoBepeHo

Pe3yanaT Mo KaXXaoMy NCTOYHUKY, BKJIKOHaA NyCTble: «HE HanOeHo» ToXe pe3ynbTaT NMPOBEPKMN.

® CaHkuuoHHble cnncku (CLUA OFAC, BenunkobputaHus, EC) He HaupeHoO

® MeTKM B3/IOMOB 1 Kpax< HanpeHo

® OUWNHT N MOLLEHHNYECTBO HanpeHo

® Mukcepsbl (cam agpec) He HaupeHoO

® 3amopo3sku Tether u Circle He HaupeHoO

® BHewHwne 6a3bl pucka (B MOMEHT 3anpoca) He HaupeHoO

® HepaBHMe KOHTpareHThHI HanpeHo 1 13 2 noMeyeHsl
® licTopus nepeBooB C NOMeYeHHbIMU afapecaMmu HanpeHo 2 CBSI3W, CM. HUXE

Mouyemy Takomn 6ann

Mpsimble coBnageHns B 6a3ax (MeTKN, CaHKLUNW, BHELLHNE NCTOYHUNKN) 100
MNMepeBoAbl C MOMeYeHHbIMM afpecamu 60
NCTOYHNK NepBOro NOMnoJIHEHUS 20

MpsaMblie coBnapeHun

Phishing (SlowMist,ScamSniffer,BlockSec)
CDVILIJVIHF * OTKPbITble NCTOYHUKN
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Theft / exploit (SlowMist,ScamSniffer,BlockSec)
B3J10M / Kpa><a * OTKPbITble NCTOYHUKN

Wallet drainer / phishing (ScamSniffer)
GuwnHr - ScamsSniffer blacklist

Suspected blacklist (SlowMist,ScamSniffer,BlockSec)
MOLUEHHNYECTBO * OTKPbITble UCTOYHUKN

Public fraud dataset: phishing (snapshot July 2025)
GuwuHr - Ethereum Fraud Dataset (Ishmukhamedov, 2025)

HepaBHue KOHTpPareHTbl C MEéTKaMm

Frozen by Circle (USDC) on Ethereum, 2023-05-01 - 3aMOpO>Xe€H SMUTEHTOM
0xc34586a57d59fbd08865298203cf28cd10ad9708

CBA3M No KaTeropmam

Csogka no Tabnuue nepeBoaoB HMXXe: CKOJIbKO NoMeYeHHbIX aapecoB, NepeBodoB N Kakasda CyMMa.

KaTteropus Appecos MepeBonos CymmMma
MUKCep 1 5 0.5 ETH
3aMOpPO>XEeH SMUTEHTOM 1 1 0.1 ETH

HGPEBOﬂbI C NOMeéYeHHbIMU agpecaMm

NcTopus cobpaHa 3apaHee Mo OTKPbITbIM AAaHHbLIM; CyMMbl MpubnnsntensHble, aaTtbl B UTC. MNepeBon — He
[0Ka3aTesIbCTBO BUHbI: PAAOM C MOMEYEHHbIMUY afpecamMmm 0Ka3biBalOTCA N XKEPTBbI, N CEPBUCHI.

haTtbl HanpaBneHue Appec n MeTKa CymmMa Pas
04.11.2022 noslyymn ot Tornado.Cash: 0.1 ETH (OFAC sanctions, 0.5 ETH 5
25.02.2023 Tornado Cash) - Mukcep

0x12d66f87a0429e220743712ce6d9bb1b5616b8fc
20.02.2024 noJsly4nsa ot Frozen by Circle (USDC) on Ethereum, 0.1 ETH 1

2023-05-01 - 3aMOpO>KEH SMUTEHTOM
0xc34586a57d59fbd08865298203cf28cd10ad9708

NCTOYHUKM U OrpaHU4YeHun

MeTku 1 cnnckn SpiderAML (CaHKLXK, B3NOMbI, PULLNHI, MUKCEPbI), OTKPbITble AaHHble BJI0KYEiHa 1 BHELUHMEe
6a3bl pucka. MpoBepsATCA NPsiMble NEPEBOAbI; LIEMOYKN YEPE3 HECKOJIBKO aipeCOB HEe PAaCKpPbIBAOTCS.

OTYET OCHOBaH Ha OTKPbITbIX AaHHbIX HA MOMEHT NMPOBEPKN N HOCUT VIHqZ)OpMaU,I/IOHHbII;I XapaKTep. OH He aBngeTCs
ropnandecknM 3aksto4eHnemM n He yTBep>XxgaeT, 4TO Bageneyl npnyacteH K npectyniaeHuto. PeweHne octaérca 3a
nony4vyartenem OTYéTa.
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